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Abstract - Now a day’s ranking fraud in the mobile App 

market refers to fraudulent or deceptive activities which 

have a purpose of bumping up the Apps in the popularity 

list. Indeed, it becomes more and more frequent for App 

developers to use shady means, such as inflating therapy’ 

sales or posting phony App ratings, to commit ranking 

fraud. The importance of preventing ranking fraud has 

been widely recognized. In this paper, we provide a holistic 

view of ranking fraud and propose a ranking fraud 

detection system for mobile Apps. Specifically, we first 

propose to accurately locate the ranking fraud by mining 

the active periods, namely leading sessions, of mobile 

Apps. Such leading sessions can be leveraged for detecting 

the local anomaly instead of global anomaly of App 

rankings. Furthermore, we investigate three types of 

evidences, i.e., ranking based evidences, rating based 

evidences and review based evidences, by modeling Apps’ 

ranking, rating and review behaviors through statistical 

hypotheses tests. In addition, we propose an optimization 

based aggregation method to integrate all the evidences 

for fraud detection. Finally, we evaluate the proposed 

system with real-world App data collected from the iOS 

App Store for a long time period. In experiments, we 

validate the effectiveness of the proposed system, and 

shows the scalability of the detection algorithm as well 

assume regularity of ranking fraud activities. 

Key Words: Apps, ranking fraud detection, evidence 
aggregation, historical ranking records, rating and 
review. 

1. INTRODUCTION 
The number of mobile apps has grown at a 
breathtaking rate over the past few years. For example, 
as of the end of april 2013, there are more than 1.6 
million apps at apple’s app store and google play. To 
stimulate the development of mobile apps, many app 
stores launched dailyapp leaderboards, which 
demonstrate the chart rankings of most popular apps. 
Indeed, the app leaderboard is one of the most 
important ways for promoting mobile apps. Higher 
rank on the leaderboard usually leads to a huge 

number of downloads and million dollars in revenue. 
Therefore, app developers tend to explore various 
ways such as advertising campaigns to promote their 
apps in order to have their apps ranked as high as 
possible in such app leaderboards. However, as a 
recent trend, instead of relying on traditional 
marketing solutions, shady app developers resort to 
some fraudulent means to deliberately boost their apps 
and eventually manipulate the chart rankings on an 
app store. This is usually implemented by using so-
called “botfarms” or “human water armies” to inflate 
the app downloads ratings and reviews in a very short 
time. For example, an article from venture beat 
reported that, when an app was promoted with the 
help of ranking manipulation, it. In the literature, while 
there is some related work, such as web ranking spam 
detection online review spam detection and mobile 
App recommendation the problem of detecting ranking 
fraud for mobile Apps is still under-explored. To fill this 
crucial void, in this paper, we propose to develop a 
ranking fraud detection system for mobile Apps. Along 
this line, we identify several important challenges. 
First, ranking fraud does nodal ways happen in the 
whole life cycle of an App, so we need to detect the time 
when fraud happens. Such challenge can be regarded as 
detecting the local anomaly instead of global anomaly 
of mobile Apps. Second, due to the huge number of 
mobile Apps, it is difficult to manually label ranking 
fraud for each App, so it is important to have a scalable 
way to automatically detect ranking fraud without 
using any bench mark in formation. Finally, due to the 
dynamic nature of chart rankings, it is not easy to 
identify and confirm the evidences linked to ranking 
fraud, which motivates us to discover some implicit 
fraud patterns of mobile Apps as evidences. Indeed, our 
careful observation reveals that mobile Apps are not 
always ranked high in the leader board, but only in 
some leading events, which form different leading 
sessions. Note that we will introduce both leading 
events and leading sessions in detail later. In other 
words, ranking fraud usually happens in these leading 
sessions. Therefore, detecting ranking fraud of mobile 
Apps is actually to detect ranking fraud within leading 
sessions of mobile Apps. Specifically, we first propose a 
simple yet effective algorithm to identify the leading 
sessions of each App based on its historical. 
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2. RELATED WORK 
This  paper  aims  to  detect  users  generating  spam  
reviews   or  review  spammers.  We identify several 
characteristic behaviors of review spammers and 
model these behaviors so as to detect the spammers. In 
particular, we seek to model the following behaviors.  
First,  spammers  may  target  specific  products  or  
product  groups  in  order  to  maximize their impact. 
Second, they tend to deviate from the other reviewer in   
their   ratings   of   products.   We  propose  scoring  
methods  to  measure  the  degree  of  spam  for  each  
reviewer  and  apply  them  on  an  Amazon  review  
dataset. We then select a subset of highly suspicious 
reviewers for further scrutiny by our user evaluators 
with the help of  a  web  based  spammer  evaluation  
software  specially  developed  for  user  evaluation  
experiments.  Our results show that our proposed 
ranking and supervised methods are effective in 
discovering spammer sand outperform other baseline 
method based on helpfulness votes alone. We finally 
show that the detected spammers have more 
significant impact on ratings compared with the 
unhelpful reviewers.  
From this paper we have referred: 
 Concept of extracting of rating and ranking. 

 Concept of extracting of review.  

Advances in GPS tracking technology have enabled us 
to install GPS tracking devices in city taxis to collect a 
large amount of GPS traces under operational time 
constraints. These GPS traces provide unparalleled 
opportunities for us to uncover taxi driving fraud 
activities. In this paper, we develop a taxi driving fraud 
detection system, which is able to systematically 
investigate taxi driving fraud.  In  this  system,  we  first  
provide  functions  to  find  two  aspects  of evidences:  
travel  route  evidence  and  driving  distance  evidence.  
Furthermore,  a  third  function  is  designed  to  
combine the  two  aspects  of  evidences  based  on  
dempster Shafer theory.  To  implement  the  system,  
we  first identify  interesting  sites  from  a  large  
amount  of  taxi  GPS  logs.  Then,  we  propose  a  
parameter free  method  to  mine  the  travel  route 
evidences.  Also,  we  introduce  route  mark  to  
represent  a  typical  driving  path  from  an  interesting  
site  to  another  one. Based on route mark, we exploit a 
generative statistical model to characterize the 
distribution of driving distance and identify the driving 
distance evidences.  Finally,  we  evaluate  the  taxi  
driving  fraud  detection  system  with  large  scale real-
world taxi GPS logs. In the experiments, we uncover 
some regularity of driving fraud activities and 
investigate the motivation of drivers to commit a 
driving fraud by analyzing the produced taxi fraud data. 
Concept of fraud detection Evaluative  texts  on  the  
Web  have  become  a  valuable  source  of  opinions  on  
products,  services,  events, individuals,  etc.  Recently,  
many  researchers  have  studied  such  opinion  

sources  as  product  reviews,  forum  posts,  and blogs.  
However,  existing  research  has  been  focused  on  
classification  and  summarization  of  opinions  using  
natural language processing and data mining 
techniques. An important issue that has been neglected 
so far is opinion spam or trustworthiness of online 
opinions.  In  this  paper,  we  study  this  issue  in  the  
context  of  product  reviews,  which  are opinion  rich  
and  are  widely  used  by  consumers  and  product  
manufacturers.  In the past two years, several startup 
companies also appeared which aggregate opinions 
from product reviews. It is thus high time to study 
spam in reviews. To the best of our knowledge, there is 
still no published study on this topic, although Web 
spam and email spam have been investigated 
extensively.  We  will  see  that  opinion  spam  is  quite  
different  from  Web  spam  and  email  spam,  and thus  
requires  different  detection  techniques.  Based on the 
analysis of 5.8 million reviews and 2.14 million 
reviewers from amazon.com, we show that opinion 
spam in reviews is widespread. This paper analyzes 
such spam activities and presents some novel 
techniques to detect them. Many applications in 
information retrieval, natural language processing, data 
mining, and related fields require a  ranking  of  
instances  with  respect  to  specified  criteria  as  
opposed  to  a  classification.  Furthermore, for many 
such problems, multiple established ranking models 
have been well studied and it is desirable to combine 
their results into a joint ranking, formalism denoted as 
rank Aggregation. This work presents a novel 
unsupervised learning algorithm for rank  aggregation  
(ULARA)  which  returns  a  linear  combination  of  the  
individual  ranking  functions  based  on  the principle 
of rewarding ordering agreement between the rankers. 
In addition to presenting ULARA, we demonstrate its 
effectiveness on a data fusion task across ad hoc 
retrieval systems. 

3. EXISTING SYSTEM 
In the literature, while there are some related work, 
such as web ranking spam detection, online review 
spam detection and mobile App recommendation, the 
problem of detecting ranking fraud for mobile Apps is 
still under-explored. Generally speaking, the related 
works of this study can be grouped into three 
categories. The first category is about web 
ranking spam detection. The second category is 
focused on detecting online review spam. Finally, the 
third category includes the studies on mobile App 
recommendation. This is different from ranking fraud 
detection for mobile Apps. The second category is 
focused on  detecting  online  review  spam have  
identified  several  representative  behaviors  of  review 
spammers and model these behaviors to detect the 
spammers. We have studied the problem of detecting 
hybrid shilling attacks on rating data. The proposed 
approach is based on the semi supervised learning and 
can be used for trustworthy product recommendation.  
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Xie have  studied  the  problem  of  singleton review  
spam  detection.  Specifically,  they  solved this  
problem  by  detecting  the co-anomaly  patterns  in  
multiple  review  based  time  series.  Although  some  
of  above approaches  can  be  used  for  anomaly  
detection  from  historical  rating  and  review  records,  
they  are  not  able  to  extract fraud evidences for a 
given time period (i.e., leading session). Finally, the 
third category includes the studies on mobile App 
recommendation.  which is based on user’s App usage 
records to build a preference matrix instead of using 
explicit user ratings. Also, to solve  the  sparsity  
problem  of  App  usage  records,  Shi  and  Ali  studied  
several  recommendation  models  and  proposed 
content  based  collaborative  filtering  model,  named  
Eigenapp,  for  recommending  Apps  in  their  website 
Getjar.  In addition,  some  researchers  studied  the  
problem  of  exploiting  enriched  contextual  
information  for  mobile  App recommendation.  We 
proposed   a   uniform   framework   for   personalized   
context aware recommendation, which can integrate 
both context independency and dependency 
assumptions. However, to the best of our knowledge, 
none of previous works has studied the problem of 
ranking fraud detection for mobile Apps. 

3. 1 DISADVANTAGES OF EXISTING SYSTEM 

 Although some of the existing approaches can be 

used for anomaly detection from historical rating 

and review records, they are not able to extract 

fraud evidences for a given time period (i.e., 

leading session). 

 Cannot able to  detect ranking fraud happened in 

Apps’ historical leading sessions 

 There is no existing benchmark to decide which 

leading sessions or Apps really contain ranking 

fraud. 

4. PROPOSED SYSTEM 
 
In proposed system we overcome the drawbacks of 

Mining leading session algorithm which is based on 

ranking, review & rating. First, the download 

information is an important signature for detecting 

ranking fraud, since ranking manipulation is to use so-

called "bot farms" or "human water armies" to inflate 

the App download and ratings in a very short time. 

However, the instant download information of each 

mob. App is often not available for analysis. In fact, 

Apple and Google do not provide accurate download 

information on any App. Furthermore, the App 

developers themselves are also reluctant to release 

their download information for various reasons. 

Therefore, in this paper, the focus is on extracting 

evidences from Apps' historical ranking, rating and 

review records for ranking fraud detection. However, 

our approach is scalable for integrating other evidences 

if available, such evidences based on the download 

information and App developers' reputation. Second, 

the proposed approach can detect ranking fraud 

happened in A,' historical leading sessions. Ranking 

fraud detection in mobile apps is actually to detect 

ranking fraud within leading session of mobile apps. 

Specifically we identified first leading sessions based 

on Apps historical ranking records. Then with the 

analysis of Apps‘ranking behaviors we characterized 

some fraud evidences from historical records. 

 

The ranking based evidences can be affected some 

Apps‘developer reputation and some legitimate 

marketing campaigns, such as ―limited-time discount‖. 

This method is not enough to detect fraudulent Apps‘ 

so we propose two new methods of fraud evidences 

based on Apps‘ historical rating and review records. 

Additionally, we developed an unsupervised evidence-

aggregation method to integrate these types of 

evidences. We first propose a simple yet effective 

algorithm to identify the leading sessions of each App 

based on its historical ranking records. Then, with the 

analysis of Apps’ ranking behaviors, we find that the 

fraudulent Apps often have different ranking patterns 

in each leading session compared with normal Apps. 

Thus, we characterize some fraud evidences from Apps’ 

historical ranking records, and develop three functions 

to extract such ranking based fraud evidences. 

We further propose two types of fraud evidences based 

on Apps’ rating and review history, which reflect some 

anomaly patterns from Apps’ historical rating and 

review records. 

In Ranking Based Evidences, by analyzing the Apps’ 

historical ranking records, we observe that Apps’ 

ranking behaviors in a leading event always satisfy a 

specific ranking pattern, which consists of three 
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different ranking phases, namely, rising phase, 

maintaining phase and recession phase. 

In Rating Based Evidences, specifically, after an App 

has been published, it can be rated by any user who 

downloaded it. Indeed, user rating is one of the most 

important features of App advertisement. An App 

which has higher rating may attract more users to 

download and can also be ranked higher in the 

leaderboard. Thus, rating manipulation is also an 

important perspective of ranking fraud. 

In Review Based Evidences, besides ratings, most of the 

App stores also allow users to write some textual 

comments as App reviews. Such reviews can reflect the 

personal perceptions and usage experiences of existing 

users for particular mobile Apps. Indeed, review 

manipulation is one of the most important perspectives 

of App ranking fraud. 

4. 1  ADVANTAGES  

 The proposed framework is scalable and can be 

extended with other domain generated evidences 

for ranking fraud detection. 

 Experimental results show the effectiveness of the 

proposed system, the scalability of the detection 

algorithm as well as some regularity of ranking 

fraud activities. 

 To the best of our knowledge, there is no existing 

benchmark to decide which leading sessions or 

Apps really contain ranking fraud. Thus, we 

develop four intuitive baselines and invite five 

human evaluators to validate the effectiveness of 

our approach Evidence Aggregation based Ranking 

Fraud Detection (EA-RFD). 

5. EXPERIMENT RESULT 

To  start  with  the  mining  driving  sessions  is  utilized  

to  find driving    occasions    from    the    application's    

chronicled positioning  records  and  after  that  it  

blends  nearby  driving occasions  for  building  driving  

sessions.  At that point the positioning based proofs 

dissect the fundamental attributes of driving occasions 

for separating misrepresentation confirmations.   

Methodology with relevancy every objective is 

concisely given below: 

To provide a holistic view of ranking fraud and propose 

a ranking fraud detection system for mobile Apps. First 

propose to accurately find the ranking fraud by mining 

the active periods, specifically leading sessions, of 

mobile Apps. 

 Identifying leading sessions for mobile apps: 

During this section, we have a tendency to 1st 

introduce some preliminaries, so show a way to mine 

leading sessions for mobile Apps from their historical 

ranking records. 

Mining Leading Sessions 

There ar 2 main steps for mining leading sessions. First, 

we'd like to find leading events from the App’s 

historical ranking records. Second, we'd like to merge 

adjacent leading events for constructing leading 

sessions 

To improve the fraud detection efficiency 

Mining Leading Sessions 

In the first module, we develop our system 
environment with the details of App like an app store. 
Intuitively, the leading sessions of a mobile App 
represent its periods of popularity, so the ranking 
manipulation will only take place in these leading 
sessions. Therefore, the problem of detecting ranking 
fraud is to detect fraudulent leading sessions. Along 
this line, the first task is how to mine the leading 
sessions of a mobile App from its historical ranking 
records. There are two main steps for mining leading 
sessions. First, we need to discover leading events from 
the App’s historical ranking records. Second, we need 
to merge adjacent leading events for constructing 
leading sessions. 

Ranking Based Evidences 

In this module, we develop Ranking based Evidences 
system. By analyzing the Apps’ historical ranking 
records, web serve that Apps’ ranking behaviors in a 
leading event always satisfy a specific ranking pattern, 
which consists of three different ranking phases, 
namely, rising phase, maintaining phase and recession 
phase. Specifically, in each leading event, an App’s 
ranking first increases to a peak position in the 
leaderboard (i.e., rising phase), then keeps such peak 
position for a period (i.e., maintaining phase), and 
finally decreases till the end of the event (i.e., recession 
phase).  

Rating Based Evidences 

In the third module, we enhance the system with 
Rating based evidences module. The ranking based 
evidences are useful for ranking fraud detection. 
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However, sometimes, it is not sufficient to only use 
ranking based evidences. For example, some Apps 
created by the famous developers, such as Gameloft, 
may have some leading events with large values of u1 
due to the developers’ credibility and the “word-of-
mouth” advertising effect. Moreover, some of the legal 
marketing services, such as “limited-time discount”, 
may also result in significant ranking based evidences. 
To solve this issue, we also study how to extract fraud 
evidences from Apps’ historical rating records. 

Review Based Evidences 

In this module we add the Review based Evidences 
module in our system. Besides ratings, most of the App 
stores also allow users to write some textual comments 
as App reviews. Such reviews can reflect the personal 
perceptions and usage experiences of existing users for 
particular mobile Apps. Indeed, review manipulation is 
one of the most important perspectives of App ranking 
fraud. Specifically, before downloading or purchasing a 
new mobile App, users often first read its historical 
reviews to ease their decision making, and a mobile 
App contains more positive reviews may attract more 
users to download. Therefore, imposters often post 
fake reviews in the leading sessions of a specific App in 
order to inflate the App download, and thus propel the 
App’s ranking position in the leader board. 

Evidence Aggregation 

In this module we develop the Evidence Aggregation 
module to our system. After extracting three types of 
fraud evidences, the next challenge is how to combine 
them for ranking fraud detection. Indeed, there are 
many ranking and evidence aggregation methods in the 
literature, such as permutation based models score 
based models  and Dempster-Shafer rules . However, 
some of these methods focus on learning a global 
ranking for all candidates. This is not proper for 
detecting ranking fraud for new Apps. Other methods 
are based on supervised learning techniques, which 
depend on the labeled training data and are hard to be 
exploited. Instead, we propose an unsupervised 
approach based on fraud similarity to combine these 
evidences.  

6. CONCLUSION 

In this paper, we developed a ranking fraud detection 

system for mobile Apps. Specifically, we first showed 

that ranking fraud happened in leading sessions and 

provided a method for mining leading sessions for each 

App from its historical ranking records. Then, we 

identified ranking based evidences, rating based 

evidences and review based evidences for detecting 

ranking fraud. Moreover, we proposed an mining 

Leading session algorithm for obtain mining leading 

session and aggregation method. In the future, we plan 

to study more effective fraud evidences and analyze the 

latent relationship among rating, review and rankings. 

Moreover, we will extend our ranking fraud detection 

approach with other mobile App related services, such 

as mobile Apps recommendation, for enhancing user 

experience. Provide a holistic read of ranking fraud and 

propose a ranking fraud detection system for mobile 

Apps. We  developed  a  ranking  fraud  detection  

system  for  mobile  Apps.  Specifically,  we  first  

showed  that  ranking  fraud happened  in  leading  

sessions  and  provided  a  method  for  mining  leading  

sessions  for  each  App  from  its  historical ranking 

records. Then, we identified ranking based evidences, 

rating based evidences and review based evidences for 

detecting ranking fraud.  Moreover,  we  proposed  an  

optimization  based  aggregation  method  to  integrate  

all  the evidences  for evaluating the credibility of 

leading sessions from mobile Apps.  First propose to 

accurately find the ranking fraud by mining the active 

periods, particularly leading sessions of mobile Apps. 

For achieving this goal following process are used: 

Distinctive leading sessions for mobile apps during this 

section, we tend to 1st introduce some preliminaries, 

so show a way to mine leading sessions for mobile 

Apps from their historical ranking records. First, we'd 

like to get leading events from the App’s historical 

ranking records. Second, we'd like to merge adjacent 

leading events for constructing leading sessions. We 

extended our ranking fraud detection approach  with  

other  mobile  app  related  services, such  as  mobile  

app  recommendation for enhancing user experience. 
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