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ct: A Wireless Sensor Network (WSN) Consigt
tonomous devices that monitors both phy:-
and environmental conditions. Sensor Networks are usedl;
weather prediction and measuring temperature, soung, Wav{:
vibration, pressure e€tc. Sensor Networks suffer from V&riou;
security attacks such as sink hole attack, black hole attaq
wormhole attack and selective forwarding attacks. Selectivé
forwarding attack happens in compromised nodes by dropping
packets selectively. This paper surveys various techniques for
detecting selective forwarding attacks in WSNs. A wireless
sensor network (WSN) has important applications such as |
remote environmental monitoring and target tracking. This has ‘
been enabled by the availability, particularly in recent years, |
of sensors that are smaller, cheaper, and intelligent. These
sensors are equipped with wireless interfaces with which they
can communicate with one another to form a network. The
design of a WSN depends significantly on the application, and
it must consider factors such as the environment, the
application’s design objectives, cost, hardware, and system
constraints.
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Introduction

Wirel wid¢
€88 sensor networks (WSNs) have gained world"'

t : b
Zfi;‘:.‘g‘{;;‘,m;;m years, particularly with the prolife’atﬁéh
0-Mechanical Systems (MEMS) technolO&Y .y ece

facilitatedq
Sensors are sm;ll-;e development of smart sensogjr-nputing
» With limited processing an%
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ources, and they are inexpensiv
s. These sensor nodes can See co
information from the environment al‘;lS;,
gecision Process, they can transmit th
ser. gmart sensor nodes are low power
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sor Mpare :
sen d to traditiong

m

baesas(.iure, and gather

e e on SOome IOCﬂ]
ensed data to the

devic
- :
ore SEnsors, a processor, memory, a ; €quipped with
’ ower suppl
y, a

d an actuator.l A varie |
piological, chemical, optical, and tfn aogfn::iechamcal, thermal,
attached to the sensor node to measurec sensors may be
environment. Since the sensor nodes have lirrlljizogertms of the
are typically deployed in difficult-to-access 10Catei memory and
implemented for wireless communication to trans?;siha r:dlo is
a base station (e.g., a laptop, a personal handheld deviz ata to
access point to & fixed infrastructure). Battery is chs ?rl; aE;n
power source in a sensor node. Secondary power supply thar;
harvests power from the environment such as solar panels
may be added to the node depending on the appropriateness of
the environment where the sensor will be deployed. Depending
on the application and the type of sensors used, actuators may

be incorporated in the sensors [1):

one or 1m
radio, an

Wireless sensor network is a self-configuring network of small
tes with each other using radio

sensor nodes which communica

signals. WSN joins together sensing, computation and
communication 1in & single device called as sensor nodes.

% Wireless sensor nodes are also called as motes. In WSN,

% sensor nodes are used to send packets to 2 base station \‘?’tg
+  the help of multi-hop transmissi odes are classtic

on. Sensor 1 o
into clusters and each of these clusters has a cluster hc—':ad’cllt .
shown in Figl. Through cluster heads, .Sensor n;:: es
communicate data to the base station by combining data from

. itsmembers [2].
4 ‘ ) wildlife
; Wireless Sensor Networks are used in ocean aélr?ormaﬂce
mOn%tOring, manufacturing machinery pmonitoring,
monitoring, building safety ar earthdt s~ nts of enere
;’ihlcu}ar movement etc. Due toresource ConSta:ures are not
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